
 
 

Damballa introduces two new protection products for enterprise clients in the 

fight against bots. 

 

Atlanta-Sept 25, 2007. Internet security company Damballa, Inc.  has introduced two 

new protection products to help enterprise organizations defend themselves from 

bots and BotArmies. Damballa, the front line against the BotArmy threat, created these 

solutions to help enterprise organizations respond more rapidly to the growing 

number of BotArmies on the Internet. 

 

Damballa Enterprise Protection identifies and isolates communications between 

compromised systems inside the network perimeter and BotArmy command-and-

control centers on the Internet. Damballa Extended Enterprise Protection resides 

outside the network perimeter to prevent BotMasters from communicating with bots 

on internal systems and to intercept improper attempts to connect to trusted, 

mission-critical servers and applications. 

 

Both offerings work in conjunction with Damballa’s Global Surveillance Network to 

provide immediate identification and feedback on bots, BotMasters and BotArmy 

activity. 

 

According to Bill Guerry, Damballa’s VP of Product Management, “Our primary goal is 

to provide the best possible protection measures for our clients. With over 11% of the 

Internet already compromised by bots, we believe that these products will give our 

customers a significant edge in the battle against bots”. 

 

Damballa’s enterprise solutions provide critical information that protects enterprise 

networks from BotArmies. Designed for the Global 1000, this real-time insight into 

internal and external bot activity allows enterprises to identify and quarantine bot 

activity within minutes of an actual compromise. In addition, Damballa’s rapid, 

accurate threat recognition drives faster, more targeted remediation for BotArmy 

compromises anywhere within or across an enterprise network.   

 

With Damballa, enterprise security staff has: 

 

� Targeted, accurate international bot information – with virtually no false 

positives or guesswork. 

� Real-time intelligence on BotArmy activities – both inside and across corporate 

boundaries. 

� Actionable information on bot-compromised systems for rapid prioritization 



and remediation. 

� 24x7 access to the Damballa BotArmy Knowledgebase for additional detail. 

 

Damballa Enterise Protection and Damballa Extended Enterprise are both available 

immediately. For more information about these solutions please contact 

sales@damballa.com. 

 

About Damballa, Inc. 

Damballa monitors the Internet fabric to pinpoint BotArmy formation and rallying 

activity. Born out of pioneering research from the Georgia Tech Information Security 

Center, Damballa is the most effective means of directly addressing the bot 

compromise dilemma. Damballa’s approach focuses on BotArmy communications and 

rallying behavior. Traditional security products are signature-based and LAN focused 

and thus are ineffective against BotArmies that continuously morph their own code 

and distribute their activities across multiple LANs. It is the constancy of the 

command- and-control systems that transforms a collection of compromised hosts 

into a BotArmy. Damballa provides unrivalled security to Global 1000 clients and OEM 

partners by delivering actionable, real-time intelligence to address the BotArmy threat. 

 

For more information, contact: 

Aparna Sharma 

press@damballa.com 

404-435-8560 
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