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About

ÅGunter Ollmann
ïVP of Research, Damballa Inc.

ÅDamballa Inc.
ïAtlanta based security company focused on 

enterprise detection and mitigation of botnets

ÅBrief Bio:
ïBeen in IT industry for two decades ςover half of which has been 

100% employed in security. Built and run international pentestteams, 
R&D groups and consulting practices around the world. 

ïFormerly Chief Security Strategist for IBM, Director of X-Force for ISS, 
Professional Services Director for NGS Software, Head of Attack 
Services EMEA, etc.

ïCǊŜǉǳŜƴǘ ǿǊƛǘŜǊΣ ŎƻƭǳƳƴƛǎǘ ŀƴŘ ōƭƻƎƎŜǊ ǿƛǘƘ ƭƻǘǎ ƻŦ ǿƘƛǘŜǇŀǇŜǊǎΧ
Åhttp://blog.damballa.com& http://technicalinfodotnet.blogspot.com/
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In a nutshell

ÅHacktivismςǿƘŀǘΩǎ ƛǘ ŀƭƭ ŀōƻǳǘΚ

Å²Ƙȅ ƛǎƴΩǘ ƛǘ ŀƭǿŀȅǎ άhacktivismέΚ

Å²ƘŜǊŜΩǎ ǘƘŜ ǎƻŎƛŀƭ ŜƭŜƳŜƴǘΚ

ÅWhat tools are available?

ÅHow will cyber-protesting
change things?

ÅUsing social networks for
command and control?

ÅHow will this impact business?
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The Growth of Hacktivism



Hacktivism

Å! ŘŜŦƛƴƛǘƛƻƴ ƻŦ άHacktivismέΧ

ïά¢ƘŜ ƴƻƴǾƛƻƭŜƴǘ ǳǎŜ ƻŦ ƛƭƭŜƎŀƭ ƻǊ ƭŜƎŀƭƭȅ 
ambiguous digital tools in pursuit of 
ǇƻƭƛǘƛŎŀƭ ŜƴŘǎΦέ

ïά¢ƘŜǎŜ ǘƻƻƭǎ ƛƴŎƭǳŘŜ ǿŜō ǎƛǘŜ ŘŜŦŀŎŜƳŜƴǘǎΣ 
redirects, denial-of-service attacks, information 
theft, web site parodies, virtual sit-ins, virtual 
ǎŀōƻǘŀƎŜΣ ŀƴŘ ǎƻŦǘǿŀǊŜ ŘŜǾŜƭƻǇƳŜƴǘΦέ
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Hacktivism- Defacement
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Hundreds of Dutch web sites 
hacked by Islamic hackers
- Mass defacement
- August 2008



Hacktivism- DDoS

ÅCoordinated Russia vsGeorgia cyber attacks

ïAugust 2008

ÅHactivistmessages left across Web forums
ïάCƻǊ ƻǳǊ ƳƻǘƘŜǊƭŀƴŘΣ ōǊƻǘƘŜǊǎΗέ 

ïά¸ƻǳǊ ŎƻǳƴǘǊȅ ƛǎ ŎŀƭƭƛƴƎ ȅƻǳέ

ÅDistributed lists 
of targets

ïDDoS

ïSite defacements

ïSQL Injection
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HacktivismςLƴǘŜǊƴŀƭΧ

ÅCitizen-based hactivismagainst 
internal political sites

ïIran elections, June 2009
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/ƘŀƴƎƛƴƎ ǘƛƳŜǎΧ
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Χ ŘŜŦƛƴŜ άǇƻƭƛǘƛŎŀƭέΚ
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Protesting for anyƻƴŜΧ



Introduction

ÅSocial Network phenomenon creating new forums for 
mass communication and event coordination

Å±ƛǊǘǳŀƭ ŎƻƳƳǳƴƛǘȅ άƎǊƻǳǇǎέ Ŏŀƴ ōŜ ŎǊŜŀǘŜŘ ǘƻ ŀŘŘǊŜǎǎ 
passionate topics, political ideals and social injustices

ÅGroups tend to attract like-minded communities of interest 
and can swell their ranks rapidly

ÅaŜƳōŜǊǎ ƻŦ ŀ ƎǊƻǳǇ ǿƛǘƘ ǘŀǊƎŜǘŜŘ ŀƎŜƴŘŀΩǎ Ŏŀƴ ǇǊƻƳƻǘŜ 
Ŏŀƭƭǎ ǘƻ ŀŎǘƛƻƴ ŀƴŘ ŦŀŎƛƭƛǘŀǘŜ άƳƻōέ ǊŜǎǇƻƴǎŜǎ

ÅDistribution of cyber arms and coordinated attacks 
possible
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Social Networking Sites

ÅSocial networking sites on the increase e.g.

ÅHuge numbers of online members

ÅAlmost all sites have the ability to create
ƴŜǿ άƎǊƻǳǇǎέ ƻǊ άŦƻǊǳƳǎέ ŦƻǊ ŘƛǎŎǳǎǎƛƻƴ
and information sharing

Site Members

Facebook 300,000,000

MySpace 263,000,000

Skyrock 22,000,000

LinkedIn 43,000,000

Orkut 67,000,000

Bebo 40,000,000

Hi5 80,000,000

Nexopia 1,500,000

Mixi 21,000,000

Vkontakte 25,000,000

Netlog 36,000,000

Habbo 117,000,000

Friendster 90,000,000
Wikipedia
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Common Interest Social 
Network Groups

ÅExample: Military actions in the Gaza territory led to new 
social network groups supporting the opposing sides(Jan 2009)
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