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Gunter Ollmann VP of Research

gollmann@damballa.com
Web ¢ http://www.damballa.com  Blog- http://blog.damballa.com Blog- http://technicalinfodotnet.blogs



http://www.damballa.com/
http://blog.damballa.com/
http://technicalinfodotnet.blogspot.com/

DAMBALLA AbOUt

A Gunter Ollmann
I VP of Research, Damballa Inc.

A Damballa Inc.

I Atlanta based security company focused on
enterprise detection and mitigation of botnets

A Brief Bio:

I Been in IT industry for two decade®ver half of which has been
100% employed in security. Built and run internatiopahtestteams,
R&D groups and consulting practices around the world.

I Formerly Chief Security Strategist for IBM, Director-6bke for ISS,
Professional Services Director for NGS Software, Head of Attack
Services EMEA, etc.

i CNBIljdzSyid eNRARGSNE O2fdzyyaaid | yR

A http://blog.damballa.com& http://technicalinfodotnet.blogspot.com/
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A Hacktivismcg K 1 Qa A G0 Ittt | o62d
A2 K& A ay Qihacktivismé Kgl 8a @

A2 KSNBEQa UGKS a2 488 Sf SY!
A What tools are available?

A How will cyberprotesting
change things?

A Using social networks for
command and control?

A How will this impact business?
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DAMBALLA HathiVism

Click to LOOK INSIDE!

Al RS TA yHadktwBrg X2 F ,,,%%MM"
Al

6 ¢KS y2y@dAaz2t Syl diatEes T
ambiguous digital tools in pursuit of
LI2f AGAOIf SyR&a®»é [

ia ¢ KSasS d22ft&a AyOfdzZRS ¢
redirects, deniabf-service attacks, information
theft, web site parodies, virtual sibs, virtual
al o201 3SsT yR az2fFi06l NB
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RACK TSI

Hacktivism- Defacement

CSl

ANNUAL CONFERENCE

DATE ATTACKER FLAGS  DOMAIN 0S VIEW
20NRUNRITA nEt*DeViL HmM krommeweg1.nl Linux 7
nEt*DeViL Hm zjosque.wimdesign.nl Linux P o
nEt*DeViL HM wimcomputers.nl Linux ,
nEt*DeViL Hm wimwebsitesolutions.nl Linux ,'
nEt*DeViL Hm birdmanproduction.ni Linux 7,*3
nEt*DeViL Hm osv95.nl Linux P
nEt*DeViL Hm dekomiezn.nl Linux 2
nEt*DeViL HmM jrfp.nl Linux Vad
2008/08/25 nEt*DeViL HmM chatiel.nl Linux e
2008/08/25 nEt*DeViL HM aa-consultancy.nl Linux e
2008/08/25 nEt*DeViL Hm totaalrecreatief.nl Linux ,
2008/08/25 nEt*DeViL HM fotoposters.nu Linux ,/
%05}08/25 nEt*DeViL Hm golfmints.com Linux ;
2008/08/25 nEt*DeViL Hm tiel-pakt-uit.nl Linux e
2008108125 nEt*DeViL Hm tiel-centraal.nl Linux 2
2008/08/25 nEt*DeViL Hm restaurant-rembrandt.nl Linux e
2008/08/25 nEt*DeViL Hm shoeflairtiel.nl Linux 2
2008/08/25 nEt*DeViL HM shoeflair.nl Linux Vad
2008/08/25 nEt*DeViL Hm babyzaak-riando.nl Linux ,
2008/08/25 nEt*DeViL Hm microport-int.com Linux ,
2008/08/25 nEt*DeViL Hm ik-laat-je-dansen.nl Linux ;
2008/08/25 nEtDeViL HM lightbox.nl Linux 2
2008/08125 nEt*DeViL Hm cafedewaterpoort.nl Linux e
2008/08/25 nEt*DeViL Hm franchiseadviseur.nl Linux >
2008/08/25 nEt*DeViL Hm web-producties.nl Linux 2
2008/08/25 nEt*DeViL Hm onzepassie.nl Linux »~
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Coordinated Russigas Georgia cyber attacks
August 2008

Hactivistmessages left across Web forums

i AC2NJ 2dzNJ Y2 (K s , , .,
PG 2dNI O2 dzy (I NE At gin v T B2 dgé s

resultc

Singapore, S:.ngapore Okay zZ08. 5 2l4.0 238.6
New York, U.S.A. Packets lost (100%)
- - - AnsterdamZ, Netherlands Packets lost (100%)
D IStribute ISTS TS
London, United Kingdom Packets lost (100%)
Stockholm, Sweden Packets lost (1l00%)
Cologne, Germany Packets lost (100%)

Chicago, U.S.A. Packets lost (100%)
Austin, U.S.A. Packets lost (100%)

Amsterdam3, Netherlands Packets lost (100%)

Krakow, Poland Packets lost (100%)

Paris, France Packets lost (100%)

Copenh 1, D rk Packets lost (100%)

O San Francisco, U.S_A. Packets lost (100%)
Vancouver, Canada Packets lost (100%)

Madrid, Spain Packets lost (100%)

= Shanghai, China Packets lost (100%)
Slte defacements Lille, France Packets lost (1008)
Zurich, Switzerland Packets lost (100%)

Munchen, Germany Packets lost (100%)

Cagliari, Italy Packets lost (100%)

- - Hong Kong, China Packets lost (100%)

S L I n eCtlon Johannesburg, South AfricaPackets lost (100%)
Porto Alegre, Brazil Packets lost (100%)

Sydney, Australia Packets lost (100%)

Munbai, India Packets lost (100%)

Santa Clara, U.S_A. Packets lost (100%)
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A Citizenbasedhactivismagainsty
Internal political sites

I Iran elections, June 2009 :
| Search e Web =z e delicious EEENNNN

o te By Cualaf La el apnm pan s oo 388 5 ol s us o b La ol 1 askin 0 5 455k S5 i l s ol 0

H 1
ol wiwe (hoata il 4348 Jla ) g Cungl ,E.ﬂﬁwnt;lgu;b&_“aL‘);l)lAS‘EILmt;uL.noaL'xélJKJl‘_;ng‘snlﬂongJK?nﬁt frEEIra" S Buukmarks
ot 215l 453 50 |y dnan Bookmarks | Metwork | Tags | Subscriptions
o~ o~ See more bookmarks in Popular or Recent.
oo Bl @ 2 b mﬁ o oo il @) a3 L mﬁ = er
Rk R ooy 73 || Server o 1. - 20 3
3 A ok i cilie g el i Bia bl il 3 AgE gk 5 Gilia g el i Bia b ul il =
T ET LT Y C'I”l_uT gz el SilEns b0 glogs e Slauals C'I”l_uT Spaz ol 8 S -

ALt 5 et ALt A 8 €3 | 14Juno0e Overload Khamenei's website zave
< E ; Lboisdl et dagd Tl www. pagereboot.comi?url=http./iwww . khamenei if&refresh=1
INSTRUCTIOMS: 1. open as MANY ofthese links as possible in browser tab

CLALEEE | g o gl Laailadl Ja g BEL  »

>

Connection Owverload Iranian Press TV save
y ! \") Interrupted www.pagereboot.comiZurl=http./fwww presstv.irprograms/&refresh=1
The commechan o v 2. ifyou have to (or want ta) turn your computer off for a while, COME BACK! g

Overload IRNA news agency save

www. pagereboot.comiFurl=http/wwow.irna.ir/&refrezh=1

3. maybe make this your homepage, justin case you forget!!
T
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@ Welcome to Trader Joe's - Your Neighborhood Grocery Store - Aloha! - Mozilla Firefox

File Edit View History Bookmarks Tools Help

y' Q ‘g http://www traderjoes.com/static/index.html ¢ o .‘_

‘ ‘f{WekgfnetoTrafierloe'S‘ ¥ Ii-.} - 5 ol
inisi ;3,'} B ~ Welcometo Siof i
{7 TRADER JOE'S '
“N¢"  YOUR WEIGHBOPHOOD GPOCEPY stare MY

U 37 . n "
Do you know Joe? | Trader Joe's "Home
Smooth, easy on the palate and | =
very easy on the wallet, Joe is
worth getting to know. 14 oz.
Whole Bean. Medium Roast.
Invigorating. Delicious. $3.49.
We know good Joe.

‘ Welcome to Trader Joe's, Your Neighborhood Grocery Store!

| Okay: this is not the real "Store." meaning we don't sell any products
. here, but it is a store of an awful lot of 7eally good Trader Joe's

i ) related information... Almost as cool.

Come on in! and find out more about who we are, what we vahie
(like incredible, high quality products for great, everyday vales),
and where you can FIND THE TJT's IN YOUR
NEIGHBORHOOD. We also have Recipes. Product Lists, an
E-Newsletter .. and. oh. there's so much more. Enjoy your
adventure.

Thanks for visiting us!

A long, lorg Zime ago-..

Canned Corn tas New.

So What's New dat Trader Joe's Now?
Click Lo Find OuZ'L

m
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¥) Traitor Joe's | Greenpeace - Mozilla Firefox
File Edit View History Bookmarks Tools Help

v c Q \ . ] http://traitorjoe.com/toolkit.htm

Ejl Google Reader (22) »% | Recommendations forthe ...

Transferring data from go.greenpeaceusa.org...

10/28/2009

RSTAYS alLlf

¥ ~ ‘~ web application scanner

m LinkedIn | Inbox X » Top 10 Web Vulnerability S... > | [EJ Facebook | Home X }\ Red Lambda, Identity-Awa... < @ Traitor Joe's | Greenpeace X |

My boss, Senior Vice President of Marketing Jon Basalone, is fond of saying, “we simply listen to our customers™
when it comes to deciding how to do business. | like that. It puts the blame for my destructive ways on you. Jon
always knows what to say...

Did You Know?

We can change the way that Trader Joe’s does business by making it clear to the company that their customers and
prospective customers demand that they get serious about sustainable seafood. That's exactly what we are doing
right now. Greenpeace activists all over the country are sending the message to Trader Joe's by delivering
unsustainability citations to their store managers and corporate headquarters

Listen to this radio interview with Casson Trenor, our sustainable seafood markets expert, to learn more about
Greenpeace’s campaign to pursuade Trader Joe’s to get serious about sustainable seafood.

> o == 5
Download the activist toolkit today to find out how you can get invelved. Simply give us your name and email address
below, hit submit and save the toolkit after it pops up. We'll be following up with you to make sure you have

everything you need to be successful.

Good luck!

CSI 2009 Cyber Protesting InnovationGunter Olimann
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cameacca  |Ntroduction

A Social Network phenomenon creating new forums for
mass communication and event coordination

A+ANIdzZ £ O2YYdzyAldé dG3INPdzLIA €
passionate topics, political ideals and social injustices

A Groups tend to attract likeminded communities of interest
and can swell their ranks rapidly

AaSYOSNR 2F | INRdAzZLI 6A0K 0
OFffta 2 FOUA2Y YR Tl OAf

A Distribution of cyber arms and coordinated attacks
possible

o
AL
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i ing si i Sit
A Social networking sites on the increase e LS

Facebook 300,000,000
facebook *SKYRPQQK [N nexopia MySpace 263,000,000
) § Skyrock 22,000,000

* . [N

myspace.com. -

“ a place for friends h‘ Llnked mQ. U ‘ K u { Llnked I n 437000,000
[ (]

®cbo mixi“.

“nnnn NETLOG Bebo 40,000,000

hangout for teens Hi5 80,000,000

A Huge numbers of online members Nexopia 1,500,000
A Al Il si h h b| Mixi 21,000,000
njo,st a ’S|tes ave t € ab ity to cre’ate y——— T

and information sharing 020% % °®  Habho 117,000,000

Friendster 90,000,000

Wikipedia
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Common Interest Social L
Network Groups

A Example: Military actions in the Gaza territory led to new
social network groups supporting the opposing sidescs

b Group:

Size:
Type:
" Mew:

Group:

Size:
Type:
MNew:

Updated:

7,000,000 against Hamas, Hezbollah, Jain Group
Fatah, and other terror orginizations

9,716 members

Common Interest - Beliefs & Causes

149 More Members, 2 Board Topics, 19 Wall Posts

I support the Israel Defense Forces In Join Group
Preventing Terror Attacks From Gaza

88,372 members

Common Interest - Beliefs & Causes

621 Maore Members, 33 Board Topics, 1,903 Wall Posts

Description, Mews

10/28/2009
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