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Introduction

Cyberthreats are on the rise; the Internet provides fertile ground for the

proliferation of numerous types of threats, designed t@vadetraditional defenses.

Many Internet domains are registered with this specific intent, that of providing
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malware can receive new instructions to carry out cyber threatsin the past year,

cyber threats are migrating to trusted and popular domains knowing they provide a

veil of protection from reputation filters and reside in allowed URL categories. Add

in stolen or registered certificates for secure tunnels and the taskf adentifying

these cyber threats is only more challenging.

Damballe® Failsafe uniquely identifies active advanced malware infections by
examining the behavior of the communication from infected machines to the
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malicious activity is identified, Damballa can work with Blue Coat to actively deny
any further communications with the criminal operators CnC effectively rendering
the advance malware inoperable. Together, Damballa Failsafeda

Blue Coa® ProxyS@® provide the most effective advanced malware protection
solution stopping the loss of intellectual property and customer personal
identification information or damage to corporate brand.

Cyber Threat Detection

Damballa Failsafavorks on a basic premise: criminal operators utilize cyber threats
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compromise and remotelymanipulate and controlan asset existing on your

network.

Blue Coat ProxyS@rovides unparalleled protection by preventing users from
accessing Internet websites that host and deliver malicious code, calbme traffic to
control domains, phishing attacks and scamshowever, criminals utilize numerous
infection vectors such as email, physical media distribution, and operating system /
browser exploits when corporate machines are outside the corporate network
and/or beyond perimeter protection defenses.

Once compromised, an asset may often lie dormant for some time, in an attempt to
bypass detection. However, a compromised asseventually attempts to contact an
external entity tied to a criminal operatorto receive instructions.
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This attempted (or successful) communication with CnGervers opens further

avenues of exploitation for the crimina) butalOi 1 A A O A GapaiterrGieA A A 6
communication, analogous to a human fingerprint, specific to the cyber threat that

has compromised the asset(s).
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to detect and quickly analyze, via a central console, tiwfection status of an asset,

the level/quantity of external communication with criminal CnC, and the type of

threat(s) present onthe asset, based upon its pattern (oattempted pattern) of

communication with CnCservers.
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against known cyber threats These traces belong to threat classes and are

independent of the specific malware used to ifiect the asset. Typically, criminal
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means to bypass traditional (eg., antvirus) threat protection. However, the
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EAT AAh EsGil vikib® A &Asor, and subsequery, domains associated
with the identified threat class are identified and shared with Blue Coat

ProxySG
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Compromised Asset Identification

FAILSAFE 4.2
Welcome Admin
DAMBALLA [ my account | logout ]
Dashboard Assets Reports Folicies Setup ¥ Knowledge Base Help
Active Assets
Show Table Tools
Show 25 =~ entries Showing 1 to 10 of 10 entries o
Select: ALL | NONE [ Mark as Remediated | [F Mark as Whitslisted | [ Add to Server List | [:2aAdd/Changs Category | [+ Change Tags |
i .. | Risk & &/ First Threat ¢ | Last Threat & n
Asset Name | contor Threat 15 | Seen e Category ¢/ Tags
FourlakeRiders (Zeus) 78 Atlanta
w nyC- - 5
nyc-worksTaTion-111 9.1 [l T S e e 9 days 9 days Executive .
Threats Behaviors Seen
DNS Queries: sxyvidz.ru (12), sxyvidz.cn (24)
FourLakeRiders (Z -
puitakeRideis]iZeus) Connections: virussa4.fw.nu (59), 70.22.0.143:2080 (48), virus.ru (15)
Malware Downloads:  W32/Virut.gen (MFE), Zero Day
RedNinjaStompers (Sinowal) Domain Fluxing: Non-Existent Domains (36)
i WRM-SD-80226 . ; Chicago
p PHI-LAPTOP-200 .2 [l e 42 11 days 9 days Engineering ——
} CHI-WORKSTATION-144 7.3 [l ] WeirdDiscoMob ( Sinowal) 53 17 days 9 days Chicago
} NYC-LAPTOP-135 3.7l IRC-SD-80210 (Zeusiuice) 81 9 days 9 days Management Atlanta
} PHI-LAPTOP-169 6.8 [ ] IRC-5D-80210 (Zeusiuice) 36 14 days 9 days Executive
ATLLa - Atlanta
} ATL-LAPTOP-165 sl ] Bobax-2 64 13 days 9 days Management
Desktop
} NYCWORKSTATION-150 2.5[] ] IRC-5D-80210 (Zeusijuice) 99 12 days 9 days Laptop
} CHI-LAPTOP-81 6.4 ] IRC-SD-80210 (Zeusiuice) 99 12 days 9 days Executive Washington
WRM-SD-80226 s
({ndustryName)
ATL-LAFTOP-50 3y
» sa [l ] Ty S fz 13 days 9 days Atlanta
WeirdDiscoMab ( Sinowal) o
} CHI-WORKSTATION-73 3.3 ] Bobax-3 32 11 days 9 days Engineering
=

Threat Termination

Oncean attempted communication with CnGservers (hereby referred to as an
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the local targeted domain information for the particular threat. The domains used

for CnC communication ag then shared with Blue Coat ProxySG, resulting in

termination of the threat by blocking future assetto-CnC site communication via

Blue Coat ProxySG controls, using thencal Database option.

The Blue Coat ProxySGocal Database optiordefines unique catgories andspecific
domains related to either targeted attacks or large outbreaks identifiedypDamballa
Failsafe ProxySG can then apply policy to these Local Database categories against
HTTP and HTTPS traffic without evading privacy of the web requesapload itself,

as only header inspection is required, includingnalysis of valid certificates,
encryption method and key length for secure tunnelsUser agent and version is also
useful for outbreak analysis from ProxySG
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For example, assume a corporateetwork has a significant outbreak of Monkif (a

remote access Trojan known for infecting a machine and then stealthily installing
other undetectable malware samples).

Damballa Failsafe identifies infected machines within the network and publishes the
local targeted activity of the destination domains used by these infected machines.

Taking the CnC channels/domains identified within the network, Blue Coat ProxySG
Local Database can be used to block all assets (or a subset of assets) from

involvement in communications with the criminal operator controlling these CnC
servers.
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