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Introduction  

Cyber threats are on the rise; the Internet provides fertile ground for the 

proliferation of numerous types of threats, designed to evade traditional defenses. 

Many Internet domains are registered with this specific intent, that of providing 

ÃÒÉÍÉÎÁÌ ÏÐÅÒÁÔÏÒÓ ×ÉÔÈ ȰÃÏÎÔÒÏÌ ÃÅÎÔÅÒÓȱ ×ÈÅÒÅ ÉÎÆÅÃÔÅÄ ÍÁÃÈÉÎÅÓ ×ÉÔÈ ÁÄÖÁÎÃÅÄ 

malware can receive new instructions to carry out cyber threats.  In the past year, 

cyber threats are migrating to trusted and popular domains knowing they provide a 

veil of protection from reputation filters and reside in allowed URL categories.  Add 

in stolen or registered certificates for secure tunnels and the task of identifying 

these cyber threats is only more challenging. 

Damballa® Failsafe uniquely identifies active advanced malware infections by 

examining the behavior of the communication from infected machines to the 

ÃÒÉÍÉÎÁÌ ÏÐÅÒÁÔÏÒȭÓ ÃÏÍÍÁÎÄ-and-control (CnC) servers.  As local targeted 

malicious activity is identified, Damballa can work with Blue Coat to actively deny 

any further communications with the criminal operators CnC effectively rendering 

the advance malware inoperable.  Together, Damballa Failsafe and  

Blue Coat® ProxySG® provide the most effective advanced malware protection 

solution stopping the loss of intellectual property and customer personal 

identification information or damage to corporate brand.   

 

Cyber Threat Detection  

Damballa Failsafe works on a basic premise: criminal operators utilize cyber threats 

ÁÓ Á ÍÅÁÎÓ ÔÏ ÐÒÏÆÉÔȢ 0ÒÏÆÉÔ ÉÓ ÄÅÒÉÖÅÄ ÔÈÒÏÕÇÈ ÖÁÒÉÏÕÓ ÍÅÔÈÏÄÓ ÉÎ ÔÈÉÓ ȰÂÕÓÉÎÅÓÓ 

ÍÏÄÅÌȱ ÂÕÔȟ ÉÎ ÁÌÌȟ ÔÈÅ ÁÂÉÌÉÔÙ ÔÏ ÄÅÒÉÖÅ ÐÒÏÆÉÔ ÃÅÎÔÅÒÓ ÁÒÏÕÎÄ ÈÁÖÉÎÇ ÔÈÅ ÁÂÉÌÉÔÙ ÔÏ 

compromise and remotely manipulate and control an asset existing on your 

network.  

Blue Coat ProxySG provides unparalleled protection by preventing users from 

accessing Internet websites that host and deliver malicious code, call-home traffic to 

control domains, phishing attacks, and scams; however, criminals utilize numerous 

infection vectors such as email, physical media distribution, and operating system / 

browser exploits when corporate machines are outside the corporate network 

and/or beyond perimeter protection defenses.   

Once compromised, an asset may often lie dormant for some time, in an attempt to 

bypass detection. However, a compromised asset eventually attempts to contact an 

external entity tied to a criminal operator to receive instructions.  
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This attempted (or successful) communication with CnC servers opens further 

avenues of exploitation for the criminal, but alÓÏ ÌÅÁÖÅÓ Á ȰÔÒÁÃÅȱ - a pattern to the 

communication, analogous to a human fingerprint, specific to the cyber threat that 

has compromised the asset(s). 

 

Damballa Failsafe ÕÔÉÌÉÚÅÓ Á ÓÅÒÉÅÓ ÏÆ ÎÅÔ×ÏÒË ȰÓÅÎÓÏÒÓȱ - intelligent appliances able 

to detect and quickly analyze, via a central console, the infection status of an asset, 

the level/quantity of external communication with criminal CnC, and the type of 

threat(s) present on the asset, based upon its pattern (or attempted pattern) of 

communication with CnC servers.  

 

 

 

4ÈÅ ȰÔÒÁÃÅÓȱ ÁÎÁÌÙÚÅÄ ÂÙ ÔÈÅ Damballa sensors are categorized and compared 

against known cyber threats.  These traces belong to threat classes and are 

independent of the specific malware used to infect the asset. Typically, criminal 

ÏÐÅÒÁÔÏÒÓ ÃÈÁÎÇÅ ÔÈÅ ȰÌÏÏË ÁÎÄ ÆÅÅÌȱ ÏÆ ÔÈÅ ÍÁÌ×ÁÒÅ ÕÓÅÄ ÆÏÒ ÅØÐÌÏÉÔÁÔÉÏÎȟ ÁÓ Á 

means to bypass traditional (eg., anti-virus) threat protection. However, the 

ÕÎÄÅÒÌÙÉÎÇ ȰÅÎÇÉÎÅȱ ×ÉÔÈÉÎ ÔÈÅ ÍÁÌ×ÁÒÅ ÓÔÉÌÌ ÁÔÔÅÍÐÔÓ ÃÏÍÍÕÎÉÃation with a CnC; 

ÈÅÎÃÅȟ ÉÔÓ ȰÔÒÁÃÅȱ is still visible to a Sensor, and subsequently, domains associated 

with the identified threat class are identified and shared with  Blue Coat 

ProxySG. 
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Compromised Asset Identification  

 

 

Threat Termination  

Once an attempted communication with CnC servers (hereby referred to as an 

ȰÅÖÅÎÔȱɊ ÈÁÓ ÂÅÅÎ ÄÅÔÅÃÔÅÄ ÁÎÄ ÁÎÁÌÙÚÅÄȾÃÁÔÅÇÏÒÉÚÅÄȟ $ÁÍÂÁÌÌÁ Failsafe publishes 

the local targeted domain information for the particular threat.  The domains used 

for CnC communication are then shared with Blue Coat ProxySG, resulting in 

termination of the threat by blocking future asset-to-CnC site communication via 

Blue Coat ProxySG controls, using the Local Database option. 

The Blue Coat ProxySG Local Database option defines unique categories and specific 

domains related to either targeted attacks or large outbreaks identified by Damballa 

Failsafe.  ProxySG can then apply policy to these Local Database categories against 

HTTP and HTTPS traffic without evading privacy of the web request payload itself, 

as only header inspection is required, including analysis of valid certificates, 

encryption method and key length for secure tunnels.  User agent and version is also 

useful for outbreak analysis from ProxySG.  
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For example, assume a corporate network has a significant outbreak of Monkif (a 

remote access Trojan known for infecting a machine and then stealthily installing 

other undetectable malware samples).   

 

 

Damballa Failsafe identifies infected machines within the network and publishes the 

local targeted activity of the destination domains used by these infected machines. 

 

 

 

Taking the CnC channels/domains identified within the network, Blue Coat ProxySG 

Local Database can be used to block all assets (or a subset of assets) from 

involvement in communications with the criminal operator controlling these CnC 

servers.  


