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DIY Malware Construction
The malware business and federated construction tactics

Gunter Ollmann - VP of Research
gollmann@damballa.com

Web ςhttp://www.damballa.com
Blog - http://blog.damballa.com
Blog - http://technicalinfodotnet.blogspot.com



About

ÅGunter Ollmann
ïVP of Research, Damballa Inc.

ÅDamballa Inc.
ïAtlanta based security company focused on 

enterprise detection and prevention of botnets

ÅBrief Bio:
ïBeen in IT industry for two decades ςover half of which has been 

100% employed in security. Built and run international pentestteams, 
R&D groups and consulting practices around the world. 

ïFormerly Chief Security Strategist for IBM, Director of X-Force for ISS, 
Professional Services Director for NGS Software, Head of Attack 
Services EMEA, etc.

ïCǊŜǉǳŜƴǘ ǿǊƛǘŜǊΣ ŎƻƭǳƳƴƛǎǘ ŀƴŘ ōƭƻƎƎŜǊ ǿƛǘƘ ƭƻǘǎ ƻŦ ǿƘƛǘŜǇŀǇŜǊǎΧ
Åhttp://blog.damballa.com& http://technicalinfodotnet.blogspot.com/
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Agenda

Å[ŜǘΩǎ ƎŜǘ ǎǘŀǊǘŜŘ ōǳƛƭŘƛƴƎ ƳŀƭǿŀǊŜ

ÅThe DIY malware toolbox

ÅSend in the clones

ÅProtect your malware investment

ÅThe hybrid threat

7/2/2009 3EC-Council Security Channel ςDIY Malware Construction



7/2/2009 Targeted Protection Against Targeted Attacks 4



ÅWhy join the malware business?
ïLŦ ȅƻǳΩǊŜ ŀ ƎƻƻŘ ŎƻŘŜǊ ȅƻǳ Ŏŀƴ ƳŀƪŜ ϷϷϷ

ïLŦ ȅƻǳΩǊŜ ƴƻǘ ŀ ƎƻƻŘ ŎƻŘŜǊ ȅƻǳ Ŏŀƴ ƳŀƪŜ ϷϷϷ

ï If you can barely use a computer you can make $$$

ÅIts an ecosystem that supports innovation
ï[ƻǘǎ ƻŦ ƻǇǇƻǊǘǳƴƛǘƛŜǎ ǘƻ ŀŘŘ άǾŀƭǳŜέ

ïRapid pace of change creating new 
business opportunities all the time

ÅEntry costs 
are low!
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From Rags to Riches



The Criminal Element

ÅDǊƻǿƛƴƎ ŘŜƳŀƴŘ ŦƻǊ άǊŜƭƛŀōƭŜέ
malware, bots & crime-ware

ÅMalware feeds in to existing
fraud and laundering systems

ïά{ǿƛǎǎ armyknifeέ ƻŦ ŎȅōŜǊ-crime
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ÅMore money and financial 
transactions conducted online
ÅFinancial motivationsgrowing

ÅGreateropportunities and 
vectors for fraud or theft



Hurdles Facing AV Companies

ÅAV protection updates take time
ï2-5 days to turn around new signatures

ï14+ days for behavioral algorithms

ïv! ǘŀƪŜǎ ǘƛƳŜΧ

ÅAlmost always need a sample first
ïReliance on spam-traps, crawlers and submissions

ïTypically blind to non-public or targeted malware

ÅCrime opportunity
ïwŜƭŜŀǎŜ άƴŜǿέ ƳŀƭǿŀǊŜ ŦŀǎǘŜǊ ǘƘŀƴ !± ǳǇŘŀǘŜǎ

ïSerial-ǾŀǊƛŀƴǘ ƳŀƭǿŀǊŜ ǇǊƻŘǳŎǘƛƻƴΧ
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Tools and Services

ÅCrime-ware ecosystem supports new
tools and services:

ïMalware distribution and delivery

ÅDrive-by, Spam, etc.

ïSupport services

Å24x7, evasion guarantees

ïSubscription updates

ÅLatest exploits & plug-ins
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The DIY Malware Toolbox



DIY Ensemble

ÅWhole industry centered around DIY kits
ïExperienced developers sell the kits

ïOpen platforms encourage plug-ins

ïLatest exploits for malware self-propagation

ÅCompetitive landscape drives innovation
ïNew features added (copied/stolen)

ÅFederated build approach
ïNew tools that make the malware 

more dangerous & can be automated
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Yƛǘ IǳƴǘƛƴƎ LǎƴΩǘ wƻŎƪŜǘ {ŎƛŜƴŎŜΧ
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KeyloggerςOctopus

ÅBasic DIY kit

ïEvolution of free kit 
(incl. source code)

Å$30 for commercial 
version
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RAT ςSpy-Net v1.8
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RAT ςAero-Rat v0.3 
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RAT ςTurkojanv4

Å /ƻƳƳŜǊŎƛŀƭ άŘǳŀƭ-ǳǎŜέ 
Trojan creator

Å V.4 New features
ï Remote Desktop

ï Webcam Streaming

ï Audio Streaming

ï Remote passwords

ï MSN Sniffer

ï Remote Shell

ï Advanced File Manager

ï Online & Offline keylogger

ï Information about remote 
computer

ï Etc..

Å Three versions
ï Gold, Silver & Bronze
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RAT ςPayDayv0.1
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RAT ςThe Rat! v9.0XP
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Prices in WebMoney
The Rat! 9.0XP ς35 WMZ
The Rat! 8.1XP
The Rat! 7.0XP - 29 WMZ
The Rat! 6.0XP/6.1 - 22 WMZ
The Rat! 5.8XP - 15 WMZ
The Rat! 5.5XP - 13 WMZ
The Rat! 5.0XP - 9 WMZ
The Rat! 4.0XP - 8 WMZ
The Rat! 3.xx - 7 WMZ
The Rat! 2.xx - 6 WMZ
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