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About

ÁGunter Ollmann
ÅVP of Research, Damballa Inc.

ÁDamballa Inc.
ÅAtlanta based security company focused on 

enterprise detection and mitigation of botnets

ÁBrief Bio:
ÅBeen in IT industry for two decades Built and run international 

pentestteams, R&D groups and consulting practices around the 
world. 

ÅFormerly Chief Security Strategist for IBM, Director of X-Force for ISS, 
Professional Services Director for NGS Software, Head of Attack 
Services EMEA, etc.

Å
Åhttp://blog.damballa.com& http://technicalinfodotnet.blogspot.com/

http://blog.damballa.com/
http://technicalinfodotnet.blogspot.com/
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Targeted?

ÁTargeted in what sense?
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Targeted Attacks?

Á
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Access to the enterprise

Submit a CV

Hand out 
USB drives

Purchase 
from botnet 

masters
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Different Ways of 
Looking at the Threat?
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Serial Variants

Code Metamorphism
Random changes to 
the codes structures 
and procedures.

Noise Insertion
Insertion of noise 
instructions and 
whitespace commands.

Compilers
Different compilers (and 
versions) are used to 
generate different code.

Original Malware
Source-code or DIY 
malware creator kit 
generates original code.

Noise Insertion
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Cryptors, Packers and Binders

Original Malware
Source-code or DIY 
malware creator kit 
generates original code.

Binders
Take the malware and 
bind it with(in) other 
innocuous software.

Cryptors
Encrypt the malware, so 
it can only be decrypted 
in real-time on the host.

Packers
Compress the malware 
to make it small, 
compact and random

QA
Automatically run the new malware 
through AV detection tests.
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Avoiding analysis systems


